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1. MA3U 1 HE AABAL HA APYTU XOPA B UHTEPHET AUUHATA CU ”
UHOOPMAUUST: UME, AAPEC, MAPOANA OT EAEKTPOHHA NOWA, MPOPUA ‘
COUUAAHA MPEXKA, AUUEH TEAEGOHEH HOMEP,

YUUAUWETO, B KOETO YUMLL.
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2. MA3U U HE AABA UHOOPMAUUS 3A MECTOPABOTATA UAU AUUEH

U CAY>KEBEH TEAEGOHEH HOMEP HA POAUTEAUTE, HACTOUHUNUUTE,
BAUSKUTE, NPUSTEAUTE, CDYUBHUUUTE U NOSHATUTE CU BE3 TAXHO

PASPELLUEHUE.

3. MA3U U HE UBMPAWA U/ UAU HE KAUBA OHAANH CBOU CHUMKU
U BUAEA, BE3 MPEAU TOBA AA E OBCBAEBHD
M B3ETO PELLEHUE C POAUTEAUTE TU

AU XOPATA, KOUNTO CE TPUSKAT 3A TED.
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4. He UBMPAWAL U HE KAUBAI OHAALIH CHUMKU 1 BUAEA HA

NPUSTEAU, CBYUEHUUU, POAHUHU, YUUTEAU, BAUIKU, NMOSHATU U AP.,
BE3 NPEAU TOBA AA E OBCBAEHO C TAX, A B CAYUAUTE, KOTATO CE KACAE
3A TBOU MPUSTEAU U CBYUBHUUU, AA E CBIAACYBAHO OT TAXHA CTPAHA

U C POAUTEAUTE UM/ YUUTEAU.

5. He oTToRAPSL U HE OTBAPS MPUKAUEHIU GAIACRE HA

EAEKTPOHHATA TU NOWA, NMOAYUEHA OT HENOSHAT NOAATEA. TS MOXKE
AA COADPKA BUPYC UAU APYTA BACBPEAHA MPOTPAMA, KOSTO AA
YBPEAU KOMMOTBPA/ TEAEGOHA/ TABAETA/YCTPOUCTROTO TU UAU AA TO
HAMPABIU YS3BUMO/HEAOCTBMHO 3A EbHLUEH AOCTDBIM.

©. MNOCbRETRBAM CE C POAUTEAUTE CU
/YUUTEA/BB3PACTEH, HA KOTOTO UMALL ACBEPUE,
MPEAU AA CBAAULL UAU UHCTAAUPALL HOBA MPOTPAMA/ MPUAOSKE-
HUE HA KOMMOTbHP, TEAEDOH, TABAET, KAKTO U HE NMPABU HUWO,
KOETO MOSKE AA YBPEAU KOMIMOTBPA UAU UPE3 AAAEHO ABUCTBUE
AA CE PASKPUST AAHHU 3A TEB 11 CEMEMCTROTO TU.
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7' HeWATA, KOUTO NPABULL B UHTEPHET, HE TPIBBA AA BPEAST HA
APYTU XOPA UAU AA MPOTUBOPEUAT HA YCTAHOBEHUTE MPABUAA (uacT
OT TAX CA YPEAEHU B 3AKOHU, KOUTO Bb3PACTHUTE MNOZHABAT U MOTAT

.\
N\, AA TU OBACHST).

E. TPaBRA AA BHAELL, UYE E BABPAHEHO AA CE U3MOAZBA UYSKAO
NOTPEBUTEACKO UME, MAPOAA N EAEKTPOHHA MNOWA. /o)
2]

_9. HE NULLK U HE KAUBAIN HUWO, KOETO MOKE AA € OBUAHD UAU

YHUSUTEAHO 3A TEB, BAUBKUTE TU UAU 3A APYTU XOPA. BCUUKO B
UHTEPHET PAHO UAU KbCHO CE XBAUWA U CE PASBUPA KO E MPUUMHIA
BPEAA HA APYT UOBEK UAU TPYTA XOPA







10. Hez3ABABHO UHOOPMUPAL BBIPACTEH (POAUTEA, YUUTEA,
AUPEKTOP, MEAATOIMMUECKU CBBETHUK, APYT Bb3PACTEH, HA KOIOTO
MMALL AOBEPME) AU MHOOPMUPA CAYSKBUTE, KOTATO NOMNAAHELL HA
MATEPUAAU, KOUTO TE KAPAT AA CE UYBCTBALL HEYACBHO UAU HA

MATEPUAAU C BPEAHO AN HESAKOHHO CbADPKAHUME, KOETO MOXKE AA
BbAE NOPHOIPAGUA, NPONOBIABAHE HA HACUAUME U TEPOPUIDM,

ETHUUECKA LN PEAUTUNO3HA HETOANEPAHTHOCT, TbPIrOBUS C HAPKOTUUY,

XASAPT U AP.

11. He otrorAPS HA CHOBUIEHUS,
KOUTO CA OBUAHU, BATIAALLUTEAHM,
HEMPUAUUHA UAU TE KAPAT

AA CE UYBCTBALL HEYAOBHO.
NHOOPMUPAL POAUTEAUTE CU
/KAACHUST PDKOBOAUTEA, YUUTEA,
AUPEKTOP, MEAATOIMMUECKIU CHBETHIK

UAU CAYKBUTE 3A TAKUBA CbOBUWEHIA.
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12. Ao HAKOM TE OBUSKAA UAU TOPMO3U OHAALH, HE OTTOBAPSL
TOBA MOSKE AA TU HABPEAU NOBEUE, OTKOAKOTO AKO SAMbAUMLL U
CBBEPELL CUAU AA ADKAAABALL HA OTTOBOPEH Bb3PACTEH

(POAUTEA, YUUTEA, AUPEKTOP, MEAATOIMMUECKU CHBETHIK)

UAU CAYSKBUTE. AKO CU AOCTATBUHO OTTOBOPEH, MOSKELL U CAM AA
AOKAAABALL, KATO NOAAAELL CUTHAA HA CAMUS CAUT UAU HA
NOCOUEHUTE AAPECU:

WWW.CYBERCRIME. BG

WWW.SPASIDETE.COM
WWW.FACEBOOK.COM/BGCYBERCRIME

WWW.SAFENET. BG

E—

U AA TO BAOKUPALL. AOBPE E AA HAMPABULL BEAHATA EKPAHHA CHUMKA
(CKPUMHLLOT) HA CbOTBETHUS PAZIOBOP/ CHUMKA/BUAEOCHOBWEHIE
UAU CbADPKAHUE KATO EAEKTPOHHO AOKASATEACTRO.



13. BHUMABAL, KOTATO PASMOBAPSILL B YUAT. oMl

MraruAc N21L

XOPATA OHAANH HE BUHATU CA TE3U, 3A KOUTO CE NMPEACTABRST U
MOT AT AA TBPCST ONPEAEAEHA UHDOPMAUUS, C KOSTO AA
3AOYNOTPEBST C TEB, BAUSKUTE TU UAU C APYTUTE XOPA.

MNraBUAOC N22

HE NMPABU HUWO HA APYT UOBEK B UHTEPHET, KOETO HE MCKALL AA TU
CE CAYUUN U HA TEB CAMUA.

1 4. Ao ce CAYUU AA MOMAAHELL HA UHGOPMAUUS UAU APYTO
CbADBPYKAHUE B MPESKATA, KOETO HE TU XAPECRBA UAU TE MNAALLU MO
HAKAKDB HAUUH, MOSKELL AA MOAAAELL CUTHAA HA AEHOHOWHATA U
BE3NAATHA HAUMOHAAHA TEAEGOHHA AUHUS 3A ABEUA 116 111

KbM ADPKABHATA AIEHUUS 3A BAKPUAA HA AETETO,
HA OTAEA ,,KubepnrecTbnHocT” Ha TABOM kbm MBP
(HrTP//Www.CcYBERCRIME. BG/BG),

HA UeHTDbPA 3A BE3OMNACEH UHTEPHET HA AAPEC:

WWW.SAFENET.BG,
UAU HA TEXHUS TEAEGOH 124 123,

UAU MTPE3 UAT-MOAYANA HA

WWW.SAFENET.BG
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1.5, He NPUEMAM CPEWM C AUUA,

C KOUTO CU CE BATO3ZHAA/ A B UHTEPHET,
OCBEH CAEA CbIAACUETO HA POAUTEAUTE TU.
MomMHU, UE XOPATA, C KOUTO CE
SAMNOBHARALL OHAAMH, HE BUHATU CA TE3U,
3A KOUTO CE NPEACTARST. ONUTRBAM CE
BUHATU AA NMPOBEPSTRALL AAAU UOBEKDT
OTCPEWA HAUCTUHA E TO3U, 3A KOTOTO CE
NPEACTABRS UPE3 MPOBEPKA MO UME, MEMA,
CHUMKA U KOHTPOAEH BbMNPOC, HA KOUTO BU
TPSIBBAAO AA 3HAE OTTORBOPA, AKO E
HAUCTUHA TO3U. [TPU CDMHEHUE MOXKE AA

NOAAAEL CUTHAN UAUN AA MOTbPCULL CBBET

NPE3 CAUTA HA UEHTDPA 3A
BE3ONACEH UHTEPHET

WWW.SAFENET.BG.
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Y 1&6. Nz2noA3BAL HACTPOVIKUTE 3A BE3ONACHOCT U
BAWUTATA HA AUUHUTE AAHHU HA COUUMAAHIITE MPEXKU,
MOBUAHUNTE NPUAOKEHUIS U B'PAY3'b'Pl/ﬂ_E.

17 U2NoAZBAIN GYHKUMSTA 3A BESOMACHO CbPOUPAHE. HE
MNOCEWABAM CAVNTOBE B MHTEPHET, KOUTO CA CbC CbADBPXKAHUE,

HEMNOAXOASUO 3A AYAUTOPUS BAU3KA AO TBOSTA Bb3PACT.







1 8. Uznoazeat TPYAHU (ABATU, C FAABH L1 MAAKMU
BYKBU, UUOPU L CIEUUMAAHA ZHAUMU) U PABAUUHA 3A
BCEKU CAUT MNAPOAU.

:(.9. UZNOAZBAL AHTUBUPYCHA MPOTPAMA, KOSTO CAEABA PEACBHO
AE CE OBHOBABA. BAEAHO C Bb3PACTHU (POAUTEA, YUUTEA,

AUPEKTOP), NOAABPYKAL MOCAEAHUTE AKTYAAUSUPAHIU BEPCUU HA
BCUUKUM NPOTPAMU U NPUAOKEHUS.




20. AKO NOAZBALL OBWIM KOMIMIOTPU, BUHATU MPOBEPSBALL AAAU CU
UBASSBA/UBASBAA OT MPOGUAA CU, CAEL KATO CBDPLIU UACA.

B CAYUAL, UE HAMEPULL YCTPOUCTBO, HA KOBTO APYT YUEHUK E
PABOTUA, HO HE E SATBOPUA MPOOUAA CU, BEAHAT A U3AE3 BE3 AA
MPEFAEXKAALL, MPOMEHSILL UAU ADBABSILL UHOOPMAUUS B MPOOUAA MY.

21. TeaseA AA VIMALL MPEABUA, UE KOTATO MYBAUKYBALL HEBSPHA U
UBOMNAUEHA UHGOPMAUUS 3A APYT UOBEK, AOPU C SICHATA MUCDHA, UE
TOBA E LUETA, TOBA MOXKE AA ACBEAE AO 3AOYTIOTPEBA U AO
HEMPUSTHI MPEXKUBSTRBAHUS 3A TO3U UOBEK.




BASKHL KoHTAKTL:

rabon - OTAEA ,,KMBEPHPECT“bFIH-OCT”
WWw.cYrerRCRIM E.Bg

BE3ONACEH LnTEPHET TeA. 124 123
WwWw.sAFeNET.BG

BOOHHA AUHLIS 24 Atua 116 111

Uerttbe 24

HAuMOHAAHA TEA
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KAUBAHE U CMNOAEASHE HA CHUMKU

CHUMKU UAU BUAED HA ABTE, YUEBHUK, POAUTEA, YUUTEA, AUPEKTOP, NCUXOAOT, PECYPCEH YUUTEA,
BAU3KU, MPUSTEAU, MOSHATU UAU HEMOSHATU AUUA CA NMYBAUUHO AOCTbBMHU UBOBPAKEHUS B UHTEPHET,
KOUTO MOTAT AA CA KAUEHN OT POAUTEAUTE UAU APYTU UAEHOBE HA CEMEUCTBOTO, MPUSTEAU,
cbyveHuU U AP. TE3U, KOUTO CA TU CMOABAUAUN/KAUUAU B UHTEPHET, MOXKE AA UMAT UBUSIAD AOBPU
HAMEPEHUS KbM HEIo/HESI. KOFATO CE KACAE 3A CHUMKU, HA KOUTO HE CTE ABTOP, CbUWUTE HE MOTAT AA
BbAAT MNOAZBAHU U MOMNYASPUSUPAHIN BE3 CBIAACUETO HA TEXHUS ABTOP. HO TAKOBA CHADPXKAHUE MOXKE
AA HAKDPHSBA AUUHOCTTA U AOCTOUHCTBOTO HA AUUETO. [TPENCPHUUTEAHO E MO HUKAKDE MOBOA AA HE
CE KAUBAT CHUMKU HA AETE, 3A KOUTO UMA U HAN-MAAKOTO CbMHEHUE, UE MOTAT AA MY HABPEAST U BE3
HEMOBO CbIrAACUE. CMOAEBASTHETO HA CHUMKU E UECTO CPEUWAHO STBAEBHUE B COUUAAHUTE MPEXU, SATOBA
OCHOBHA MPEMNOPbKA E MOAOBHIN CHUMKU AA CE CIMIOABAST CAMO C XOPATA OT CIMUCBKA C MPUSTEAU HA
UOBEKA, KOUTO UCKA AA KAUU CHUMKATA, U OUE MO-AOBPE — CAMO C MPYTMATA HA HAM-BAUSKU MPUSTEAU
OT PEAAHUS SKUBOT. BAKHO E, KOTATO CE CHUMA CbC CMAPTOOH, AA CE YBEPUTE, UE CHUMKUTE HE CE
KAUBAT ABTOMATUUHO B MPOGUAA HA POAUTEAST UAU AETETO B CAUTORE KATO UNHCTATPAM HAMNPUMEP. B
MPOPUAUTE CU B COUMAAHUTE MPEXKU TPIBBA AA CTE CUTYPHU, UE CTE HACTPOUAU AOCTDBMA AO CHUMKUTE
CU TAKA, UE AA CE BUKAAT CAMO OT MPUSTEAUTE BU. CbUlOTO CE OTHACS U 3A HACTPOUIKUTE HA OBAAUHMU
YCAYTU, B KOUTO CE CHABPYKAT CHUMKU U UHOGOPMAUUA.




CAALLNBU HOBUH

UHOOPMAUUS C HEBSTPHO CHADPYKAHUE OT HEOOUUUAAHU USTOUHUUN. ABSUHPOPMAUUS. MAHUNYAAUUS
HA BSPHA UHOOPMAUUST C MOAMSTHA HA AAHHU, GAKTU, OBCTOSTEACTRBA. Cb3AATEAUTE HA GAALLUBU
HOBUHI UBMOASBAT TPAAULUOHHI MEAUMHIU MOXBATU 3A MPUBAUUAHE BHUMAHUETO HA UUTATEAS,
HAMPUMEP MPOBOKUPALWU BATAABUS, HO YCMSTBAT AA IO BABAYAST U AA O HAKAPAT AA MNOBSPBA, UE
UHGOPMAUUSTA, KOSITO UETE, B UCTUHCKA.

KAK AA PASMO3HAEM GAALLNBUTE HOBUHI

* MPABETE PASAUKA MEXKAY OOPUUUNAAHU, XYMOPUCTUUHU U CEPUOZHU HOBUHAPCKU CAMTOBE. SANUTANTE
CE AAAU MO3HABATE MEAUSITA U UUMATE AU U AOBREPUE? [POREPETE AAAU BATAABUETO, KOETO UYECTO &
TPbMKO U CEH3AUUOHHD OTTOBAPS HA CbADPHKAHUETO HA HOBUHATA KATO MPOBEPUTE HIKOAKO
OOUUUNAAHU USTOUHUKA U CPABHETE BPEMETO HA MYBAUKAUUSITA, AKTYAAHATA AP\TA TAKABA
UHPOPMAUUS OT HAKOAKO USTOUHUKAS
* MNPOBEPETE AAAU KYPHAAUCTDT € MOCOUUA KOHKPETHO USTOUHUKA HA MHOOPMAUUS UAUN
UNHOOPMAUUSTA CE BABUPA HA APYTA CTATUS. [POBEPETE AAAU OCHOBHUST USTOUHUK HA UHOOPMAUUS €
AOCTOBEPEH. BUHATU MOTABXKAANTE HAUAADTO UAU KPAST HA CTATUSITA, KbAETO OBUKHOBEHO & MOCOUEBH
USTOUHUKDT HA UHPOPMAUUS. AKO CE KACAE 3A UHOOPMAUUS, KOSITTO MPOUSAUIA OT ADPHKABHA
UHCTUTYUUS, NPOBEPETE OOUUMNAAHATA U CTPAHUUA AAAU GUTYPUPA TA3U HOBUHA UAU NMOTDPCETE
EKCMEPT MO TEMATA OT AAABHATA UHCTUTYUMUS. AKO HE E MOCOUEBH USTOUHUK, E PEAHO AA CE CODMHSBATE

B AOCTOBEPHOCTTA HA HOBUHATA. B MNOBEUETO AOCTOREPHU MATEPUAAU CE MNOCOURBA HAUUHA HA
CbBUPAHE HA UHOOPMAUUSITA U ABTOPA HA MYBAUKAUUSTA. [PENOPBUUTEAHO B AA CE CPABHU
UHOOPMAUUSITA, AKO E MYBAUKYBAHA B PABAUUHU USTOUHUUU;

* AKO NOMAAHETE HA CTATUS, MYBAUKYBAHA B HEMOSHAT 3A BAC BAOT, A UHDOPMAUUSTA HE €
TUPAKUPAHA HUKDAE APYTAAE, TORBA E 3HAK, UE HOBUHATA MOXKE BU B GAALLUBA.
BUHATU THPCETE U APYTU PE3YATATU MO TEMATA, A AKO TE CA MAAKO UAU HUKAKEBU, NO-AOBPE HE
PASMNPOCTPAHSBAMITE HOBUHATA;S
* MNPOBEPETE AATATA HA MYBAUKAUUSTA, Tb KATO UECTO CTAPU U HEAKTYAAHU HOBUHI
CE MYCKAT KATO HOBMU.




OHAAUH uau KUBEPTOPMOIS DT NPEACTABASBA USMNOASBAHETO HA UHTEPHET 3A HAHACSHE HA
EMOUMOHAAHA BPEAA BBPXY APYTU XOPA. TOPMOSDBT B UHTEPHET MOXKE AA UMA PABAUUHI GOPMU.
To MOKE AA MUHABA MPE3 PAIMNPOCTPAHSIBAHE HA MOAUTPABATEAHU U OBUAHU TEKCTOBE, CHUMKU U
BUAEOKAUMNOBE B CAUTOBE 3A CMIOABASHE HA BUABOCDABPHKAHUE KATO VBOXF 1 YOUTUBE, CHb3AABAHE
HA PAALLUBU MPOGUAU C OBUAHO CHABPHKAHUE B COUMAAHI MPEKIU KATO ASK.FM, (PEUCBYK 1
UHCTATPAM, KAKTO U B ChOBUWEBHUST U UBOBPAKEHUS B MPUAOKEHUS A KOMYHUKAUUST KATO CKAMN U
BAUBDLP, UAU B UBMPAWAHETO HA OBUAHU CHbOBWEHUS U KOMEHTAPU, B CbWUTE CAITORBE U NAATGOPMU.

KPASKBATA HA MPOPUA (XAKHAT NPOGUA) MPEACTABASBA MPUCBOSBAHETO HA UYKA MNOTPEBUTEACKU
MPOGUA B COUUAAHA MPEXKA, MAATGOPMA 3A OBWYBAHE (HAMPUMEP (PEMICBYK), EABKTPOHHA MOWA UAU APYT
CAUT. KPASKBATA CTABA Bb3MOKHA UPE3 BAUSAHE C MPABUAHATA MNAPOAA U HEMHATA MOAMSHA C HOBA U
HEUSBECTHA 3A UOBEKA, HA KOTOTO MPUHAAAEKU MPOOUADT. BBBMOSKHO B CABA KPAKBATA MPOGUABT AA CE
UBMOASBA BE3 3HAHUETO U CbIAACUETO HA MHPBOHAUAAHUS COBCTBEHUK. AKO HA ABTE MOA SAADAKUTEAHATA
3A MNOBEUETO COUUAAHUN MPEXKU BDBIPACT OT 13 roaAvHA (TA3|/1 BDL3PACT € TAKABA, SAWLOTO MO-TOASIMATA UACT
OT MOMYASPHU COUUMAAHI MPEXKI CA AMEPUKAHCKU U MPABUAATA 3A MOASBAHE CA CbOBPASEHU C
AMEPUKAHCKOTO SAKOHOAATEACTEO) CE Cb3AABA COBCTEBEH MPOGUA BbE (DEMCEYK, MHOIO E BAKHO MPU U3BOPA
HA BD3PACT AA CE UBBEPE MoA 18 MOAUHU, T KATO 3A HEMBAHOAETHUTE MOTPEBUTEAU UMA BAKHU

AOTBAHUTEAHN BAWUTU.

KPASKBATA HA AUNUHU AAHHI
E BUA KOMMOTBPHO MPECTBMNAEHUE, MPU KOETO CE MPUAOBUBAT
UYSKAU AUUHU AAHHU C UBA GUHAHCOBA UBMAMA UAU 3AOTIOTPEBA
KATO TEFABHE OT BAHKOBA CMETKA, AU KAHAUAATCTBAHE 3A KPEAUT
OT UYKAO UME. TA3U OMACHOCT MO NPUHUUMN HE BACATA NMO-MAAKUTE
ABUA, KOUTO HE MPUTEXKABAT AUUHU AOKYMEHTU, BAHKOBU CMETKU

UAU KAPTU. HO MPU TUMHEUAKDPUTE HAA 14-roaAULLHA Bb3PACT
TO3U PUCK CTABA AKTYAAEH.




OUNLUUNHT ATAKUNTE cA HAN-PAZNPOCTPAHEHATA GOPMA HA MHTEPHET UBMAMA U LLIUPOKO
UBMOASBAH MOXBAT OT KOMMOTBHPHU MPECTBMHUUU 3A MOAYUABAHE HA BAKHA UHPOPMAUUS. TOBA
MPECTBMAABHUE CE HAPUUA ,bULLLHTY (,PHISHING” — "SAPUBSTBAHE”, MPOUBAUSA OT FISHING — PUBOACE),
BAUOTO EAEKTPOHHUTE CbOBWEHUS, KOUTO CE PASMPAUWAT, CA KATO ,,BbAUUU" C OCHOBHA UEA
MOAYUATEAUTE AA CE ,XBAHAT” HA TAX NMOPAAU CBOSTA HEOMMUTHOCT U HEOCBEADMEHOCT, KATO UM
oTToRoPAT. [PU OULLUHIA USMAMHUUUTE PASMPAWAT EAEKTPOHHA MNOWA, KOSTO MPETEHAUPA, UE UABA
OT NOUTEHA KOMIMAHUS U CE OMUTBA AA YBEAU MOAYUATEAS AA AAAE BAKHA AUUHA UAU ODUHAHCOBA
UHOOPMAUUS. EABKTPOHHOTO CbOBWEHUE OBUKHOBEHO MOAU AA CE USMPATST AUUHU AAHHU U AAHHI
3A BAHKOBA CMETKA B OTTOBOP UAU AA CE BDBEAAT HA YEBCAMT, KbM KOUTO UMA BPD3KA. TEe3U1 AAHHU
CA HAMPUMEP MOTPEBUTEACKU UMEBHA, MAPOAU U HOMEPA HA KPEAUTHU KAPTU.

KAK CE MASAPYBA BE3ONACHO B UHTEPHET:

MPEAU AA MAZAPYBATE OT BAEKTPOHEH MATA3UH, E MOAE3HO AA OBDPHETE
BHUMAHUE HAAUUHA AU B UHPOPMAUUST 3A UMETO, AAPECA U TEAEGOHA HA
TbProBEUA. HE MPONYCKAINTE AA MPOBEPUTE U AAAU AOCTABUUKDT & MOCOUUA
UBPUUHO MPABOTO BU MO BAKOH AA CE OTKAXKETE OT MNOPbUKATA B PAMKUTE HA 14
AHU. [NoABZHO BU BUAD AA MPOUETETE BbE GOPYMUTE OTIUBU OT APYTU
MNOTPEBUTEAU, KOUTO BEUE CA MASAPYBAAU OT BbMPOCHUS EABKTPOHEH MATASUH,
KbM KOUTO CTE CE HACOUUAU. THPIOBEUDT E AADXKEH AA BU UHOOPMUPA 3A
OCHOBHUTE XAPAKTEPUCTUKM HA BCSAKA OT MPEAAATAHUTE OT HEIO CTOKU U
YCAYTU. TOU TPABBA AA MOCOUU TAXHATA UBHA C BRAIOUBHU BCUUKU AAHDUU U
TAKCU, KAKTO U CTOUHOCTTA HA MNOWEHCKUTE UAU TPAHCMOPTHUTE PA3SXOAU, AKO
HE CA BRKAIOUEHU B KPAUHATA UEBHA. HA CAUTA CAEABA AA BbAE MOCOUEH
HAUUHDT HA MAAWAHE, AOCTABKA U UBMbAHEHUE HA AOTOBROPA. BALLE MPABD E AA
BDPHETE, 3AKYTEHATA OT EABKTPOHEH MATA3UH CTOKA, AKO CE OKAKE ABOEKTHA.
PERKAAMAUUSTA CU 3A ABGEKTHA CTOKA CAEARA AA MPEASTBUTE B HSKOU OT
OBEKTUTE HA TbPIOBEUA, OT KOIOTO CTE A SAKYMUAU. AKO THPIOBEUDT YBAXKMU
PEKAAMAUUSITA BU, B PAMKUTE HA MECEL TPSBBA UAU AA PEMOHTUPA BE3MNAATHO
3A BAC CTOKATA UAU AA S BAMEHU C HOBA. B CAYUAL, UE HE YCMEBE AA CTOPU




SAUNTA HA KOMIMOTbPHUTE MPESKU
OT OMNACHA EAEKTPOHHA NOWA  /p
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1 He TPSBBA AA CE MPOSBSBA UHULUATUBA 3A MOAYUABAHE HA UMEBMA MUCMA OT UHTEPHET CTPAHUM,
KOUTO MPEAAATAT BE3MAATHU UAU NAATEHU YCAYTU U CTOKU, UECTO MPEAAATAWU AA B USAPATST
NPOMOUUU MO B-MAIL. OTKAKETE TAKABA YCAYTA.

2. NMEMIA AAPECDHT CE CMOAEBAST CAMO MPU HY>KAA U1 CAMO HA NPOBEPEHU AMuA/D?FAHMSAuMM.
Korato ce nPeaABA MO EAUH UAU APYT MOBOA, CE BHUMABA 3A CABAHUNTE ABE HEWA: MBPBO AAAU
OPTAHUBAUUATA UAU UOBEKDT, KOUTO IO MOAYUABAT, WE BU UBMNPATU HEXKEAAH UMEUA; BTOPO,

MOSKE AU AA CE PABUUTA, UE MEMIA AAPECDT HSMA AA BbAE AAAEBH HA TPETO AUUE.

2. HE CE OTBAPST VIMEMAUTE B HESKEAAHA MOWA. HUKORA HE OTBAPSIITE
MPUKAUEHU GAIAOCBE B CbOBUWEHUST OT HEMO3HAT UIMPAWAY. AKO HE CE NMO3HABA
UMETO B NOAETO ,,OT1”, HE OTBAPSIUTE MPUKAUEBHUST DAUA. BHUMABAUTE C
OBPBUWEHUSTA MR/ Mrs/DEAR.

"(‘.Ako CE MOAYUU HEOUAKBAHO CbOBUEBHUE CbC CTPAHEH NPUKAUEH GAMA OT NO3HAT
UBMPAUWAY, TO BU MOTAC AA CBADPXKA BUPYC. MHOIMO 3AOBPEAHU MPOIPAMU CE
PASMPOCTPAHSBAT AO BCUUKU KOHTAKTU, KOUTO HAMEPST B MOWATA HA 3APA3EHUS
KOMMOTBHP. TAKUBA CbOBUIEHUST UECTO UMAT CTPAHHA TEMA UAU UME HA MPUKAUEBHUS GAIA.
UecTo TOBA € LUEMOBUTO CbOBUBHIE, HACDPUABAWO MOAYUATEAS AA BUAU KAPTUHKA UAU AA
MNPOYETE MPUKAUEH TEKCTORBU GAUA. BUHATU UBUCKBAUTE MOTRDLPMHKAEHUE OT UBMPAWAUA,
NMPEAU AA OTBOPUTE CHOBUEHIE UAU MPUKAUEH DANA OT TAKDE BUA,.

5. MroREPSBA CE MBAHOTO UME HA MPUKAUBHS
PAVIA. CKPUTUTE PASLUUPEHUST OT UMETO HA GAMAA
MOTAT AA BABAYASIT AA OTBOPUTE BAPAIEH MNPUKAUEH
DAUA OT UMEMAA. BUHATU CE MPOBEPSTBA AAAU UMEVIA
MPUAOKEHUETO MOKA3BA MBAHOTO UME HA
MPUKAUBHUST GANA, BRKAIOUNTEAHO PAILLUPEHUETO.
BUPYCU U UEPBEU MOTAT AA CE CbADPXKAT BbB
PAUAOBE, KOUTO USTAEKAAT KATO KAPTUHKU,
HAMPUMEP C PASLLUUPEHUE JPg. HoO B Bb3MOXKHO AA
UMAT CKPUTO PA3LLUPEHINE, KATO .EXE UAU .VBS KbM
UMETO HA GAUAA, KOETO O3HAUABA, UE MPUKAUBHUSTT
PAUA HE B KAPTUHKA, A MPOITPAMA, KOSITO WE CE
CTAPTUPA, WOM CE OTBOPU MNPUKAUEBHUST DAMA.




&O. BHuMARA cE C CANLLUBUTE MPEAYTIPEXKABHUS A BUPYCU. bAanvEUTE MPEAYTIPEXKAEHUST 3A BUPYCU
CA UBBECTHU KATO "HOAXES". TOBA B GAALLUBO CHOBUEHUE, KOETO NMOABEKAA NMOTPEBUTEAUTE AA BSIPRAT,
UE CA MOAYUUAU BUPYC U TU HACDPUABA AA MPEMPATST MPEAYTIPEXKAEBHUETO HA BCEKU, KOIOTO MO3HABAT.

7’. He OTBAPSUITE UMEMA, COADPKALUL HESKEAAHA
PEKAAMA. TO MOKE AA BDAE UBMOAZBAH 3A

g. He ce U3NoA3BA CAMO EAHA

NoweHCKA KYTUA 3A BCUUKO.

MPEHACSHE HA BUPYCU U UEPBEU. OT CbOBPAKEHUST

CNEUUAAUCTUTE MO

3A CUTYPHOCT BU TPABBAAD AA USTPUBATE BCUUKU

KUBEPCUTPHOCT NPEMNOPDBUBAT AA

PEKAAMHU CbOBUWEHUS OT HEMOIHAT USNPAUW AU

CE OTKPUBAT HAKOAKO PASANUHN

BEAHATA, BE2 AA MM OTBAPSTE.

nowum m AA CE PASAEAST MO
NPEAHASHAUEBHUME.

ﬁ. UNZBSTIBAUTE AA MPEMPAWATE
MUCMA MEXKAY HIKOAKO BAILLU

noweHcKM KYTuUmn.

1.0. He e nrenorbumTEAHO AA CE MPEMPAWAT MUCMA AD HAKOAKO UOBEKA EAHOBPEMEHHO.
OCOBEBHO TAKUBA, OT TUMA - "MPEMNPATETE Mo AC 7 UOBEKA U WE BU CE CAYUU HEWO XYBABO" AU
"MNOMOIrHETE HA BOAHOTO MU AETE, KATO MPEMNPATUTE TOBA MNMUCMO HA MHOIO XOPA, EAU KO CU WE
MU AAAE 3A BCEKU B UUMEBUAA & UEBHTA, HAMPUMEP. TE3U MUCMA CE PASMPOCTPAHSTBAT C UEA
CbBUPAHE HA ABUCTBUTEAHU MEUA AAPECU, TbU KATO MPU MNPEMNPAWLAHE, KbM MUCMOTO CE
AOCBABAT ABTOMATUUHO U AAPECUTE HA MPEAHUTE MOAYUATEAU. CABA HAKOAKO MPEMPAWAHUS, B
EAHO TAKOBA MUCMO CE CbBUPAT HSIKOAKO CTOTUUU PEAAHI UMEMA AAPECA, KOUTO CAEA TOBA CE

NPOAABAT HA GUPMU 3A CMAM.




11 AKO BCE MAK UCKATE AA MPEMPATUTE HAKAKDB TEKCT UAU UHPOPMAUUS, KOSATO CTE NOAYUUAU,
KOTMMUPAUTE TEKCTA U IO USMPATETE KATO HOBO NMUCMO. HE NPEMPAWAMITE MPEAHOTO, BbIPEKU UE B
MPUMAMAUBO MO-ABCHO. TAKA WE MPEAMNASUTE MPUSTEAUTE CU OT BbABU, CMAM.

12, AKo NOPAAU HAKAKBA MPUUMHA ABPKUTE AA MPEMNPATUTE OPUMUHAAHOTO
MUCMO, CACKETE AaPECA B BCC (BLIND CARBON CoPY) BMECTO B CC. TAKA
HUKOL OT MOAYUATEAUTE HAMA AA BUAU AAPECUTE HA APYTUTE MOAYUATEAU.
MPUUUMHATA AA FO UBNOASBATE HE E AA CKPUETE NMOAYUATEAUTE EAUH OT APYT, A
AA TU MPEAMASUTE, B CAYUAL UE AAPECHATA KHUTA UAU EABKTPOHHATA MOWA HA

HAKOW OT TAX CTAHE AOCTbMHA HA CNAM-BOT (HA!'I?MME? NOPAAU BUPYCHA

MHOBKUUS HA KOMIIOTBPA MY).

1.2 . BHUMABAUITE ¢ UBMAMHU CbOBWEHUS, UE CTE CIMEUEAUAU OT
AOTAPUSITA: HE CTE CMEUEAUAU. CITAMBPUTE USMNOASBAT HAN-PAZAUUHA

APUMAMAUBU SATAABUS HA MUCMATA, 3A AA HAKAPAT MOAYUATEAS AA TU
OTBOPU. MHOIO NOTPEBUTEAU HAUCTUHA OTBAPSIT MOAOBHU MUCMA. A oPU

CAEA OTBAPSHETO BEAHATA AA IO USTPUETE, CAMOTO OTBAPSHE HA

MUCMOTO BU MOTAO AA MOTEBDBPAU, UE AAPECDHT € PEAAEH U BUE CTE MO

NOAYUUAU.

1 4. OTNUCBAITE CE OT BIOABTUH/EABKTPOHHO CMUCAHUE, 3A KOUTO HE MOMHUTE AA CTE CE
BAMUCBAAU. UEBCTO CPEWAH METOA, USMOASBAH OT CMAMDBPUTE 3A HAMUPAHE HA AKTUBHUTE NMOWEBHCKU
AAPECU. UBMPAWA CE BIOABTUH C AUHK 3A OTTIMCBAHE (YK) OT MOAYUABAHETO MY. OTTIUCBAIKA CE,

BCDUIHOCT MOTPEBUTEAST NOTEDPHKAABA, UE USMOASBA NOWEBHCKATA KYTUS, C KOETO BEAHATA BAUZA B
CMAM AUCTUTE. BMECTO AA CE OTTIUCBATE, BAOKUPAITE NOAYUABAHETO HA MUCMA OT TO3U AAPEC.
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15. He orearsiTe MUCMA, KOUTO CA GULLUHT ATAKU. HALI-AOBPUST HAUUH AA CE BAWUUTUTE OT OULLNHT

ATAKU B KATO HUKOT A HE OTBAPSTE OULLUHT MUCMA, HO UECTO B TPYAHO AA CE PASMO3HAE KOE MUCMO €
PULLUNHT ATAKA. MOSKETE AA MU PASMNO3HAETE MNO:

* ObPbuwEHMETO E "DEAR CUSTOMER" UAU "DEAR USER", A HE BALLETO UME.

* B nucmoTo NULLE, UE AKAYHTDT B WE BbAE MPEKPATEH B CAYUAL, UE HE MOTEBPAUTE AAHHUTE CU
HE3ABABHO. /HACKOPO CNAMBPUTE UBMNOAZBAXA MOAOBEH MOXBAT KOTATO CKAUM CE CPUHA 3A 1 AEH.
PASMPOCTPAHUXA CDOBUWBHUS, UE CKAMM WE UUCTU HEAKTUBHI AKAYHTU U CE UCKALLE AA CE PASMPATU
CbOBUEHUE HA MOHE 1.5 NOTPEBUTEAS, 3A AA CE AOKAKE AKTUBHOCT./

* IMBMADT MABA OT AKAYHT, MPUAUUALL, HO HE EAHAKDE C TO3U, KOUTO USMOA3BA USBECTHA OUPMA,
OPTAHUBAUUS U AP. AKO HE CTE CUMNYPHU AAAU MUCMOTO & GULLUHT UAU HE, HAN-AOBPE E AA HE OTBAPATE
AUHKOBE, KOUTO CA MYBAUKYBAHU B HEIO, A AA HATULLETE HA PbKA AAPECA HA CANTA, KOUTO BU €
HEOBXOAUM.

* AKO CTE MOAYUUAU TAKOBA MUCMO, 3A MPEAMNOUUTAHE E AA BAOKUPATE AAPECA, OT KOUTO € USMPATEHO.
KorATo ro BAOKUPATE, BUE AABATE YKASAHUS HA NOWEBHCKUST KAUEHT, UE TOBA E CMAM U HE TPABBA AA
CE NPUEMA. [OBEUETO NOTPEBUTEAU OBAUE MPOCTO USTPUBAT CMAMA U TOU MPOADANKABA AA UABA B




CHbBETU 3A SAPABETO

3A AA PABOTUTE HA KOMIMIOTHP, BE3 AA YBPEAUTE CBOETO 3APABE, P

EAYBAIZTE OHAANH U

OPAANH ABHOCTU U CMASBAUTE CABAHUTE MPABUAAL
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3A AA HE YBPEAUTE 3PEHUETO CU:

* PASCTOSHUETO MEXKAY OUUTE U MOHUTOPA TPABBA AA BbAE OKOAD NOACBUH METDHP;

* PABCTOSHUETO MEXKAY OUUTE U KAABUATYPATA AA BbAE OKOAD NMOACBUH METDP;

* BbPXY MOHUTOPA HE TPSIBBA AA MOMAAA MPSIKA CADHUERA CBETAUHA;

* HE PABOTU B CTAS, KbAETO UMA CMECEHA CBETAUHA — CADHUEBA U UBKYCTBEHA;

* BPEAHO 3A OUUTE B, AKO 3AA MOHUTOPA UMA MPO3OPEL BE3 WOPU U 3ABECU;

* 3A AA OTTIOUUBAT OUUTE, OT BPEME HA BPEME OTMECTBAM MOTAEAA OT MOHUTOPA U NMOTABXKAAM
MNPE3 MPO3OPEUA UAU KbM HAN-AAABUHUST KPA HA CTASITA BDPXY AANEBUEH OBEKT;

* EAUH NMbT B TOAUHATA MNPOBEPSBAL 3PEHETO CU MPU OUEH AEKAP (DCPTA/\MD/\DF).

A -

—— MPU PABOTA C KAABUATYPATA:
® HE NPEMbBAM KUTKATA, KOTATO NMULLELL;
® CIbBAM ABKO MPHCTUTE HA PDKATA U OTTTYCKAM MAABUAS
* AOBPE B AA U3MOABRBAL KAABUATYPA C KAABULLU,
KOUTO CA NOA ABK HAKAOH.

MU PABOTA C MULLIKAS
* MULLKATA TPSIBBA AA BDAE C PABMEPA HA AAAHTAS
* HE ABUNKU MULLKATA CAMO C MAAEBUA U MAAKUS MPBCT;
* MNOA3BAM MNOAXOASWA NMOAAOKKA 3A MULLKATA.

1

MeBeAUTE
* CTOADT TPABBA AA BDAE HA KOABAUA, C PEMYAUPYEMA BUCOUMHA HA CEAAAKATA U OBABIAAKATA,

KOSTO TPSBBA AA DCMFY?M OMNOPA HA TPbBHAUHUS CTDBAB B OBAACTTA HA KPBCTA,
e

® BtOPOTO TPSABBA AA BbAE CTABUAHO U YGTDI}IVIMBD HA BUBPAUUU. A3




"Bez0nACEH UHTEPHET €, KOFATO MUCAULL EAHA CTBMNKA HAMPEA"
- Ausit Kananpskiveer, MNPeACEAATEA HA CbBETA HA ABLATA KbM MPEACEAATEAS HA AASA.

“TU CU MUCAULL, UE BCUUKO B UHTEPHET B HA UMPA, HO BHUMABAL,

SAUIOTO 3AA MOHUTOPA MOXKE AA TE AEBHE BPATA.”
- BarecA PUAUMNOBA, UAEH HA CHBETA HA ABLLATA KbM MPEACEAATEAS HA AABA

3A Codust — TPAA.

“UHTEPHETDT AHEC B OMACHA CcMEC”
- KaAuvHa KPbeTERA, UABH HA CHBETA HA ABUATA KbM MPEACEAATEAS HA AA3SA
3A OBAACT XACKOBO
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